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Guest Accounts — Multifactor Authentication (MFA)
Quick Reference Guide

Purpose

This guide explains a simple step-by-step process to set up the Microsoft Authenticator app as the second layer of security
(MFA) for a guest account.

Refer to the Troubleshooting section at the end of this guide if you need further assistance setting up or configuring the
Authenticator App.

Step 1
Logon to Azure Portal on mainroads.onmicrosoft.com https://portal.azure.com/mainroads.onmicrosoft.com
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Sign in
to continue to Microsoft Azure Enter code

We just sent a code to

Can't access your account? 97315839

Step 2
Select the blue button Sign-in with MFA.

Portal MFA Enforcement

To enhance security, Microsoft requires Multifactor Authentication (MFA) when
signing into the Azure portal, Microsoft Entra admin center, and Microsoft Intune
admin center. You will now be redirected to complete the MFA sign-in process.

For more details about MFA enforcement, visit: https://aka.ms/mfaforazure
If you are not ready to satisfy MFA requirements, you can
reach out to your tenant administrator to postpone enforcement for the

mainroads.onmicrosoft.com (ced71ed6-76dd-43d0-9acc-cf122b3bcd23) tenant.

Redirecting to MFA sign-in in 9 seconds...

Sign-in with MFA
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Step 3
Select Next to set up MFA.
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Let's keep your account secure

We'll help you set up another way to verify it's you.

Use a different account

Learn more about verifying your identity

Next

Step 3
Select Next.
Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticat@[ app

Step 4
The QR code on your screen is required to set up MFA on your Authenticator app. Do not close the window or
select Next.

Authenticator app

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next".

‘ Can't scan image? ‘
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Step 5

On your mobile device, open the Microsoft Authenticator app and select the plus (+) sign at the top of the app
screen. If you do not have the app, please download it from the app store.
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Step 6
Select Work or school account.

Add account

WHAT KIND OF ACCOUNT ARE
YOU ADDING?

Personal account

=. Work or school account

Other (Google, Facebook, etc.)

Step 7
Select Scan QR code.

Add account

WHAT KIND OF ACCOUNT ARE
YOU ADDING?

Personal account >

jq Other (Google, Facebook, etc.) >

Add work or school account

Signin

Scan QR code

Cancel
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Step 8

Scan the QR code on your setup screen (at Step 1). When prompted, type in the number provided into the

Microsoft Authenticator app on your mobile device.
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Step 9
Select Next to continue.

Microsoft Authenticator

Notification approved
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I want to set up a different method

Step 10

Success! Microsoft Authenticator is now set up for MFA.

Success!

Great job! You have successfully set up your security info, Choose "Dene” to continue signing in.

Default sign-in method:

/=
Microsoft Authenticator
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@ Are you trying to sign in?

Transport Portfolio

L ——— L S S e ]
e

Enter the number shown to sign in.

Enter number here

89
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Troubleshooting

Most of the time, setting up the Authenticator app goes smoothly. However, in some cases, parts of the process
might not work as expected.

Common problems and solutions

No notification to approve your login appears on
the mobile device when prompted for MFA.

e Enable Notifications for the Microsoft
Authenticator app link to instructions

e Check your phone's Internet connection.

e Make sure VPN is disabled

MFA setup has failed to complete, even when the

e C(Clear Authenticator's App cache link to
correct prompted number was entered.

instructions
e Restart your iPhone or Android phone.
Setup fails or your number prompt isn't working. Microsoft Authenticator won't work if the date
and time are wrong. Make sure your phone is set to
Automatic Date and Time:

¢ Android:

e Open Settings and select General
Management. If you don't see this,
select System.

e Select Date and time or Date.

e Toggle on the "Automatic date and
time" switch.

e iPhone:
e Open Settings and tap General.
e Tap Date & Time.

e Choose Set Automatically.
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https://www.guidingtech.com/fix-microsoft-authenticator-app-not-working-on-android-iphone/
https://www.online-tech-tips.com/microsoft-authenticator-app-not-working-6-fixes-for-iphone-and-android/
https://www.online-tech-tips.com/microsoft-authenticator-app-not-working-6-fixes-for-iphone-and-android/

